12 



What is claimed is: 




1 . An electronic authentication method comprising: 
generating an\ identifier for contents in a first information processing 



apparatus; 



storing said identifier in a storage unit; 
transmitting said contents and said identifier to a second information 
processing apparatus; 



inputting data for 

apparatus; 

transmitting said 
information apparatus to said fin 



said contents in said second information processing 



input data and said identifier from said second 
information apparatus; and 
authenticating legitimacy of said input data and invalidating said stored 
identifier if said received identifier matches said identifier in said storage unit in said first 
information processing apparatus.^ 

2. An electronic authentication method according to claim 1, wherein 
in said first information processinglapparatus, said identifier is embedded in said contents 
prior to transmission of said contends to said second information processing apparatus. 

3. An electronicjauthentication method according to claim 2, said 
method further comprising: 

embedding an encryption key in said contents in said first information 
processing apparatus prior to transmission of said contents to said second information 
processing apparatus; 

encrypting said input dkta in said second processing apparatus by using 
said encryption key prior to transmission of said input data to said first information 
processing apparatus; and 

decrypting said receivedj input data in said first information processing 

apparatus. 

4. An electronic authentication method according to claim 3, wherein: 
said embedded encryption key is a public key; said received input data is decrypted using 
a private key associated with said public key; and said public key and said private key are 
generated in said first information processing apparatus. 
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5. infoAnation processing method comprising: 
generating an identifier for contents; 

storing said identifier; 

transmitting said contents and said identifier to an external apparatus; 
receiving data from said external apparatus; 
acquiring an identifier for said contents; and 

carrying out processing based on said received data and invalidating said 
stored identifier if said acquired identifier matches said stored identifier. 

6. An information processing method according to claim 5, wherein 
said identifier is embedded in saic. contents prior to transmission of said contents to said 
external apparatus. 

7. An information processing method according to claim 6, said 
method further comprising: 1 

embedding an encryption key in said contents prior to transmission of said 
contents to said external apparatus;land 

receiving an identifier encrypted by using said encryption key and 
decrypting said received encrypted : dentifier. 



8. 



An electronic authentication system comprising a first information 



processing apparatus and a second information processing apparatus wherein: 
said first information processing apparatus comprises: 
a means for generating an identifier for contents; 
a storage means for storing said identifier; and 

a means for transmitting said contents and said identifier to said second 

information processing apparatus; 

said second information processing apparatus comprises: 
a means for inputting lata for said received contents; and 
a means for transmitting said input data and said identifier to said first 

information processing apparatus; ami 

there is further provided a processing means for authenticating legitimacy 

of said input data received by said first information processing apparatus and invalidating 
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said stored identifiei^^pid identifier received by said first i 



iation processing 



apparatus matches said identifier stored in said storage means. 



9. An 
said first information processing 
embedding said identifier in 
transmits said contents 
processing apparatus. 



said 



electironic authentication system according to claim 8, wherein 
apparatus further includes an embedding means for 
contents; and said first information processing apparatus 
including said embedded identifier to said second information 



10. An electronic authentication system according to claim 9, wherein 
said first information processing apparatus transmits said contents, said contents further 
including an embedded encryption key, to said second information processing apparatus; 
and said first information processing apparatus further comprises a reception means for 
receiving an identifier encrypted by using said encryption key and decrypting said 
encrypted identifier. 

1 1 . An information processing apparatus comprising: 

a generation means for generating an identifier for contents; 
a storage means for storing said identifier; 

a transmission means for transmitting said contents and said identifier to 
an external apparatus; 

a reception means for receiving data from said external apparatus; 

an acquirement means for acquiring an identifier for said contents from 
said received data; and 

a processing means for carrying out processing based on said received data 
and invalidating said identifier s tored in said storage means if said acquired identifier 
matches said stored identifier. 

12. An informlation 
apparatus further comprising an &m\ 
contents, wherein said transmissii >n 
embedded identifier to said external 



processing apparatus according to claim 11, said 
bedding means for embedding said identifier in said 
means transmits said contents including said 
apparatus. 



1 13. An information 

2 wherein said transmission means 



processing apparatus according to claim 12, 
transmits said contents further including said embedded 
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encryption key to sail 



sparatus; and there is further(^^ided a reception means 
for receiving an identifier encr>[pted by using said encryption key and decrypting said 
received encrypted identifier. 

14. An information processing apparatus comprising: 
a contents requesting means for requesting an external information 

processing apparatus to transmit contents; 

a reception means for receiving said requested contents and an identifier 
embedded in said contents; 

an extraction means for extracting said identifier from said contents; 

an input means for inputting data for said contents; and 

a transmission means for transmitting said input data and said identifier to 
said external information processing apparatus. 

15. An informs tion processing apparatus according to claim 14, said 
apparatus further comprising an encryption means for encrypting said input data by using 
an encryption key additionally embedded in said contents received by said reception 
means. 

16. A storage mledium for storing information readable by a computer, 



said medium characterized in that 



said information includes: 



a generation function for generating an identifier for contents; 

a storage function for storing said generated identifier; 

a transmission fund ion for transmitting said contents and said identifier to 
an external apparatus; 

a reception function for receiving data from said external apparatus; 

an acquirement function for acquiring an identifier for said contents from 
said received data; and 

a processing function for authenticating legitimacy of said received data 
and invalidating said stored identifier if said acquired identifier matches said stored 
identifier. 



17. A storage medium for storing information readable by a computer 
according to claim 16, said medium characterized in that said information further has a 
function for embedding said identifier in said contents, wherein said transmission 



16 



4 
5 

1 

2 
3 
4 
5 

1 

2 
3 
4 
5 
6 
7 
8 
9 
10 

1 

2 
3 
4 

1 

2 
3 
4 
5 
6 
7 
8 
9 



function transmits sai 
apparatus. 



tents including said embedded ide 



# 



to said external 



18. A storage medium for storing information readable by a computer 
according to claim 17, said mediumlcharacterized in that: said transmission function 
transmits said contents further including said embedded encryption key to said external 
apparatus; and said information further includes a function for receiving said data 
encrypted by using said encryption key and decrypting said received encrypted data. 

19. A storage medium for storing information readable by a computer, 
said medium characterized in that said information includes: 

a contents requesting function for requesting an external information 
processing apparatus to transmit contents; 

a reception function fcr receiving said requested contents and an identifier 
embedded in said contents; 

an extraction function [for extracting said identifier from said contents; 

an input function for inputting data for said contents; and 

a transmission function for transmitting said input data and said identifier 
to said external information processing apparatus. 



20. A storage mediium 
according to claim 19, said medium 
a function for encrypting said input d; 
embedded in said contents received 



for storing information readable by a computer 
characterized in that said information further includes 
ta by using an encryption key additionally 
said reception function. 



apparatus; 



2 1 . An electronic authentication method comprising: 
generating an identifier for contents in a first information processing 

driving said first information processing apparatus to store said identifier 



and the present time as a storage time in a storage unit; 

transmitting said conte its and said identifier to a second information 
processing apparatus; 

inputting data for said contents received by said second information 
processing apparatus in said second information processing apparatus; 
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transr^^g said input data and said identifier said second 
information processing apparatus to said first information processing apparatus; and 

invalidating said identifier stored in said storage unit if said identifier 
received by said first information processing apparatus is not stored in said storage unit or 
a time of a predetermined length has lapsed since said storage time stored in said storage 
unit. 



22. An electronic authentication method, comprising: 
generating an iden tifier for an access to contents in a first information 
processing apparatus; 

storing said identifier in a storage unit; 

transmitting said cpntents and said identifier to a second information 
processing apparatus; 

inputting data for daid contents received by said second information 
processing apparatus in said second information processing apparatus; 

transmitting said input data and said identifier from said second 
information processing apparatus o said first information processing apparatus; and 

validating said inpu t data only for this transaction if said identifier 



received by said first information 
said storage unit. 



processing apparatus matches said identifier stored in 



23. A storage mbdium for storing information readable by a computer, 
said medium characterized in that j aid information includes: 

a generation function for generating an identifier for contents; 

a storage function for storing said generated identifier in a storage means; 

an acquirement func tion for acquiring an identifier for said contents from 
said data received from an external apparatus; and 

a processing function for carrying out processing based on said received 



data and invalidating said identifier 
matches said stored identifier. 



stored in said storage means if said acquired identifier 



24. An authentication method in a system in which a first computer 
making a request for a service is connected to a second computer rendering services via a 
network, requested contents being transmitted from the second computer to the first 



V 



18 



computer, data bei 



n^^is 



smitted from the first computer to B^Bbcond computer 



associated with the contents, said method comprising: 

generating at me second computer an access number for accessing the 
contents and cataloging the access number in a storage unit; 

embedding thelaccess number in the contents so that the access number is 
invisible and transmitting the cbntents to the first computer; 

displaying the contents at the first computer; 



adding the access 
associated with the contents and 
and 

authenticating va 
the received access number has 
number. 



number fetched from the contents to data inputted 
transmitting the inputted data to the second computer; 

idity at the second computer of the received data when 
>een cataloged and invalidating the cataloged access 



25. An authentication method according to claim 24, wherein the 



second computer generates a pub 



ic key and a private key for accessing the contents and 



catalogs the public key and the private key in the storage unit, embeds the public key in 
the contents so that the public key is invisible and transmits the contents to the first 
computer, allows the first compute ;r to encrypt data on inputted associated with the 
contents by the public key fetched from the contents and transmit the data to the second 
computer, and decrypt the receivec data by the public key cataloged when the received 
access number has been cataloged. 

26. A storage medium for storing a program which can be read by a 
computer, wherein the program has a function of generating an access number for 
accessing contents requested from tie outside, a function of cataloging the generated 
access number in a storage unit, a function of embedding the access number in the 
contents so that the access number is invisible and transmitting the contents to the 



outside, a function of receiving data 



access number has been cataloged 



to which the access number is added from the 



outside, and a function of authenticating validity on the received data when the received 



d invalidating the cataloged access number. 



27. A storage medium for storing a program which can be read by a 
computer according to claim 26, wherein the program has a function of generating a 
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public key and a pri\^||^ey fcjr accessing the contents, a fund^J^of cataloging the public 
key and the private key in the storage unit, a function of embedding the public key and 
the private key in the contents so that the public key is invisible and transmits the contents 
to the outside, a function of receiving data encrypted by the public key from the outside, 
and a function of decrypting the received data by the public key cataloged when the 
received access number has been cataloged. 



28. A storaie medium for storing a program which can be read by a 
computer, wherein the prograri has a function of displaying contents received from the 
outside, a function of receiving data input associated with the contents, a function of 
fetching an access number embedded in the contents so that the access number is 
invisible, and a function of adding the access number to the inputted data and transmitting 
the data to the outside. 

29. A servet* apparatus comprising: 
a processor; 
a storage device ; 

a network interface; and a bus interconnecting said processor, said storage 
device and said network interfs ce; 

wherein said processor generates an identifier for contents and stores said 
identifier into said storage devi :e; and wherein said processor transmits said contents and 
said identifier to an external apparatus via said network interface; and wherein said 
processor receives data from said external apparatus via said network interface; and 
thereupon acquires from said data an identifier for said contents from said received data; 
and wherein said processor performs processing based on said received data and 
invalidates said identifier store i in said storage means if said acquired identifier matches 



said stored identifier. 

30. A server 
apparatus, said processor further 
processor transmits said contents 
apparatus. 



31. 



A server 



apparatus according to claim 29, wherein in said 
embeds said identifier in said contents; and wherein said 
including said embedded identifier to said external 



apparatus according to claim 30, wherein in said 



2 apparatus, said processor further transmits said contents, said contents further including 
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:ry^B key, to said external apparatus; ano^pir 



3 said embedded encry^^ key, to said external apparatus; and^pirein said apparatus 

4 receives an identifier encrypted using s^id encryption key; and thereupon decrypts said 

5 received encrypted identifier. 

1 32. A client appa^tus comprising: 

2 a processor; 

3 an input device; 

4 a network interface/ and a bus interconnecting said processor, said input 

5 device and said network interface/ 

6 wherein said processor requests an external information processing 

7 apparatus to transmit contents via said network interface; and wherein said processor 

8 receives said requested contents and an identifier embedded in said contents; and 

9 thereupon, said processor extracts said identifier from said contents; and wherein said 

10 processor receives input data For said contents from said input device; and wherein said 

1 1 processor transmits said input data and said identifier to said external information 

12 processing apparatus via said network interface. 

1 33. A client apparatus according to claim 32, wherein in said 

2 apparatus, said processor further encrypts said input data using an encryption key 

3 additionally embedded in/ said contents received via said network interface. 

1 34. Atn information processing apparatus comprising: 

2 a means/for acquiring a contents from an external information processing 

3 apparatus; / 

4 a means for receiving the contents; 

5 a means for inputting a data with respect to the contents; 

6 a me/ns for sending the inputted data and an identifier of the contents to 

7 the external information processing apparatus; and 

8 a means for displaying that an access is impossible if the contents is 

9 accessed at least once. 



